WAIT!
STOP!

Before you
open that
email....

Does the email have
an attachment?

Dangerous malware appears in
your inbox as a normal email
attachment. Opening it could
permanently damage not only
your computer but anything it
is connected to on the network.

Is the attachment
from someone you
know? It still may not

be safe to open.

If a co-worker, colleague, friend
or family member has a virus
on their computer, it could
send harmful attachments to
everyone in their contact list.
If you're not expecting it, don't
open it.

Does the subject line
seem too good to be
true? Is it worth
paying $500 or more

to find out?

Social engineering experts
create subject lines to trick you
into opening harmful email
attachments and clicking
harmful links that encrypt
your files, forcing you to pay a
ransom of $500 or more to get
them back. Don't risk it!
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